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BUSINESS ASSOCIATE AGREEMENT
This Business Associate Agreement (“BAA”) will be effective as of this ___ day of _____, 2020 (the “Effective Date”), between Speranza Therapeutics., a Florida limited liability company, together with its subsidiaries and affiliates, being collectively referred to as “Speranza” or “Covered Entity”, and ________________ (“Business Associate”). 
RECITALS
Pursuant to the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), and Standards for the Privacy and Security of Individually Identifiable Health Information, found at 45 C.F.R. Parts 160, 162 and 164, Covered Entity is required to protect certain individually identifiable health information (“Protected Health Information”, or “PHI”);
Covered Entity is also required to protect PHI that is in an electronic format (“Electronic Protected Health Information” or “EPHI”);
Pursuant to the provisions of the Health Information Technology for Economic and Clinical Health Act (the “HITECH Act”), Covered Entity is required to comply with additional privacy and security obligations, as well as obligations related to the breach of unsecured PHI or EPHI; 
In order to protect the privacy and security of PHI, including EPHI, created or maintained by or on behalf of Covered Entity, HIPAA requires Covered Entity to enter into “business associate agreements” with certain individuals and entities providing services for or on behalf of the Covered Entity if such services require the use or disclosure of PHI or EPHI (“Business Associates”); 
Covered Entity and Business Associate have entered into, or are entering into, or may subsequently enter into, agreements or other documented arrangements (collectively, the “Business Arrangements”) which require or may require Business Associate to access, create, receive, use, disclose, or maintain PHI and/or EPHI on behalf of Covered Entity; 
Covered Entity and Business Associate desire to enter into this BAA to enable both parties to comply with HIPAA, the HITECH Act and other applicable law.
The Parties for good and valuable consideration agree as follows:
1.	Incorporation of Recitals.  The foregoing Recitals are true and correct and are adopted and incorporated herein by reference. 
2.	Definitions. The following terms used in this agreement shall have the same meaning as those terms in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health Information, 

Required by Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. 
2.1 Covered Entity – Shall mean the Company together with all of its divisions and subsidiaries.
2.2 Business Associate – Shall mean _______________. 

2.3 Business Arrangements – Shall mean documented arrangements by and between Covered Entity and Business Associate whereby Business Associate will access, create, receive, use, disclose, or maintain PHI and/or EPHI on behalf of Covered Entity.
2.4 HIPAA Rules – Shall mean the Privacy, Security, Breach Notification, and Enforcement Rules at 45 C.F.R. Parts 160, and 164.
2.5 HITECH Act – Shall mean the Health Information Technology for Economic and Clinical Health Act.
2.6 HHS – Shall mean the United States Department of Health and Human Services.
2.7 Any terms used, but not otherwise defined, in this BAA shall have the same meaning as those terms have under HIPAA and the HITECH Act.
3.	Purpose.  Covered Entity and Business Associate have entered into certain Business Arrangements Whereby Business Associate may access, create, receive, use, disclose, or maintain PHI and/or EPHI on behalf of Covered Entity.  Such Business Arrangements shall be conducted in a manner that ensures the privacy and security of PHI and EPHI in accordance with HIPAA, the HITECH Act and with all applicable federal and state laws and regulations.  
4.	Term and Termination.
4.1 The term of this BAA shall commence the earlier of the Effective Date of this BAA or the date upon which Business Associate first accessed, created, received, used, disclosed, or maintained PHI on behalf of Covered Entity. 
4.2 Upon Covered Entity’s knowledge of a material breach by Business Associate, Covered Entity shall provide an opportunity for Business Associate to cure the breach or end the violation within twenty (20) business days; If Business Associate does not cure the breach of end the violation Covered Entity may terminate the Agreement. If a cure is not reasonably possible, Covered Entity may immediately terminate this Agreement.
4.3 Upon the termination of all Business Arrangements, either party may terminate this BAA by providing written notice to the other party.
4.4 Upon termination of this BAA for any reason, Business Associate agrees either to return to Covered Entity or to destroy all PHI received from Covered Entity or otherwise through the performance of services for Covered Entity, that is in the possession or control of Business Associate or its agents. In the case of PHI which is not feasible to “return or destroy,” Business Associate shall extend the protections of this BAA to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such PHI. Business Associate further agrees to comply with HIPAA, the HITECH Act and other applicable state or federal law, which may require a specific period of retention, redaction, or other treatment of such PHI. 
5.	Use or Disclosure of Protected Health Information.  Except as otherwise required by law, Business Associate shall not use or disclose protected health information in a manner that would violate Subpart E of 45 CFR Part 164 if done by the Covered Entity.  Furthermore, Business Associate shall use or disclose PHI (i) solely for the benefit of Covered Entity and only for the purpose of performing services, including data aggregation services, for Covered Entity as such services are defined in the Business Arrangements between Covered Entity and Business Associate, (ii) as necessary for the proper management and administration of Business Associate to carry out its legal responsibilities, provided that such uses are permitted under federal and state law.  Business Associate agrees that all disclosures of PHI shall be the minimum necessary to accomplish the intended purpose of the disclosure and consistent with the Covered Entity’s minimum necessary policies and procedures.  Except to the extent necessary to perform its obligations under the Business Arrangements, Business Associate may not de-identify PHI received from, or created on behalf of, Covered Entity without the express written authorization of Covered Entity.
6.	Appropriate Safeguards.  Business Associate will use appropriate safeguards to prevent use or disclosure of PHI other than as expressly provided by this BAA.  Business Associate will implement administrative, physical and technical safeguards that reasonably protect the confidentiality, integrity and availability of the PHI that it creates, receives, maintains or transmits on behalf of Covered Entity.  Business Associate acknowledges and agrees that the Business Associate will comply with 45 C.F.R. §§ 164.308, 164.310, 164.312 and 164.316 to the same extent as if it were a Covered Entity.  To the extent feasible, Business Associate will use commercially reasonable efforts to ensure that the technology safeguards used by Business Associate to secure PHI will render such PHI unusable, unreadable and indecipherable to individuals that are not authorized to acquire or have access to such PHI.  Such technology safeguards should meet or exceed security guidance issued by HHS.
7.	Reporting of Improper Use or Disclosure.  Business Associate agrees that it shall report to the Covered Entity any use or disclosure of PHI not provided for by this BAA as required at 45 CFR 164.410.  Such report shall be made within five (5) business days of discovery.  Further, Business Associate shall report any successful “security incident” of which it becomes aware within five (5) business days of discovery.  In addition to Business Associates obligations under Section 7, Business Associate agrees to mitigate to the extent commercially reasonable any harmful effect that is known to Business Associate and is a result of a use or disclosure of PHI by Business Associate in violation of this BAA.

8. 	Data Breach Notification and Mitigation.
8.1 Business Associate agrees to implement reasonable systems for the discovery and prompt reporting of any “breach” of “unsecured PHI” as those terms are defined by 45 C.F.R. § 164.402 or any “breach” of unencrypted “personal information” as those terms are defined by § 501.171, F.S. (collectively referred to as a “HIPAA Breach”).  Business Associate will, following the discovery of a HIPAA Breach, notify Covered Entity promptly and in no event later than five (5) business days after Business Associate discovers such HIPAA Breach, unless Business Associate is prevented from doing so by 45 C.F.R. § 164.412 concerning law enforcement investigations.  For purposes of reporting a HIPAA Breach to Covered Entity, the discovery of a HIPAA Breach shall occur as of the first day on which such HIPAA Breach is known to the Business Associate or Business Associate has made determination of a breach of security or has reason to believe a breach occurred. No later than seven (7) business days following a HIPAA Breach, Business Associate shall provide Covered Entity with sufficient information to permit Covered Entity to comply with the HIPAA Breach notification requirements set forth at 45 C.F.R. § 164.400 et. Seq. as well as the notification requirements of § 501.171, F.S.    Following a HIPAA Breach, Business Associate will have a continuing duty to inform Covered Entity of new information learned by Business Associate regarding the HIPAA Breach.
9.	Sub-Contractors and Agents.  In accordance with 45 CFR 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any subcontractors that create, receive, maintain, or transmit protected health information on behalf of the Business Associate agree to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to such information. Business Associate agrees that anytime PHI is provided or made available to any sub-contractors or agents, Business Associate must obtain satisfactory written assurances from the sub-contractor or agent that contains the same terms, conditions and restrictions on the use and disclosure of PHI as contained in this BAA.  		
10.	Right of Access to Designated Record Sets.  If the Business Associate maintains any PHI that is part of the “Designated Record Set” as that term is defined under HIPAA, the Business Associate shall make such PHI available, for inspection and copying, to an individual as required under 45 C.F.R. 164.524.  Prior to providing access, but within the time frame specified in 45 C.F.R. 164.524, the Business Associate shall notify the Covered Entity of the request for access and ascertain if there are any legitimate reasons that access should not be granted.
11.	Amendment and Incorporation of Amendments.  If the Business Associate maintains any PHI that is part of the “Designated Record Set” as that term is defined under HIPAA, the Business Associate shall make such PHI available for amendment as required under 45 C.F.R. 164.526 and shall, within ten (10) days, provide Covered Entity with a copy of the Amendment.  Prior to allowing the amendment, Business Associate shall notify the Covered Entity of the request to amend and ascertain if there are any legitimate objections to the amendment.   In the event that Covered Entity accepts an amendment to the 

Designated Record Set, Business Associate agrees to incorporate any amendments to PHI in accordance with 45. C.F.R. 164.526.
12.	Accounting of Disclosures.  At the request of Covered Entity, Business Associate shall make available all information required for Covered Entity to provide an accounting of disclosures of PHI with respect to an individual requesting such accounting in accordance with 45 C.F.R. §164.528, as amended by Section 13405(c) of the HITECH Act and any related regulations or guidance in accordance with such provision. Business Associate shall provide the Covered Entity such information necessary to provide an accounting within thirty (30) days of the Covered Entity’s request or such shorter time as may be required by state or federal law. Such accounting obligations shall survive termination of this BAA and shall continue as long as Business Associate maintains PHI.  In the event that Business Associate receives a request for an accounting it shall notify Covered Entity within five (5) days of receipt of such request.
13.	Records and Audit.  If Business Associate receives a request, made by or on behalf of HHS, requiring Business Associate to make available its internal practices, books, and records relating to the use and disclosure of the PHI to HHS for the purpose of determining the compliance of Covered Entity with HIPAA, then Business Associate shall promptly notify Covered Entity that Business Associate has received such a request.  Business Associate shall make its books and records relating to the use and disclosure of PHI by Covered Entity available to HHS and its authorized representatives for purposes of determining the compliance of Covered Entity with HIPAA.  
14.	Indemnification. Business Associate shall indemnify, defend and hold harmless the Covered Entity and Covered Entity's affiliates and their respective officers, directors, members, representatives and agents ("Indemnified Parties"), from and against any and all losses, expense, damage or injury (including, without limitation, all costs and reasonable attorneys’ fees and expenses) that the Indemnified Parties may sustain as a result of, or arising out of (a) a breach of this BAA by Business Associate or its agents or Subcontractors, including but not limited to any unauthorized use, disclosure or breach of PHI, (b) Business Associate’s failure to notify any and all parties required to receive notification of any Breach of Unsecured PHI pursuant to Section 2 or (c) any negligence or wrongful acts or omissions by Business Associate or its agents or Subcontractors, including without limitations, failure to perform Business Associate's obligations under this BAA, the Privacy Rule or the Security Rule. Notwithstanding the foregoing, nothing in this Section shall limit any rights any of the Indemnified Parties may have to additional remedies under any other written agreement to which the Parties are a party or under applicable law for any acts or omissions of Business Associate or its agents or Subcontractors.
15. 	Interpretation.  An ambiguity in this BAA shall be resolved in favor of a meaning that permits Covered Entity and Business Associate to comply with HIPAA, the HITECH Act and other applicable law.
16.	Regulatory References.  A reference in this BAA to a section of HIPAA or the HITECH Act shall mean the section as currently in effect or as amended.
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17.	Amendment.  Covered Entity and Business Associate agree that amendment in writing of this BAA may be required to ensure that both parties are in compliance with HIPAA, the HITECH and/or other applicable federal or state law.
18.	Governing Law.  This BAA shall be governed by the laws of Florida.
19.	Binding Nature and Assignment.  This BAA shall be binding on the Parties hereto and their successors and assigns, but neither Party may assign this BAA without the prior written consent of the other, which consent shall not be unreasonably withheld.
20.	Notices.  Whenever under this BAA one party is required to give notice to the other, such notice shall be deemed to have been given if in writing and sent by (i) personal delivery; (ii) certified or registered mail, return receipt requested; (iii) overnight delivery service with proof of delivery or facsimile with return facsimile acknowledging receipt. Either Party may at any time change its address for notification purposes by providing the other party written notice stating the change and setting forth the new address.
21.	Entire Agreement.  This BAA consists of this document, and constitutes the entire agreement between the Parties.  There are no understandings or agreements relating to this BAA which are not fully expressed in this BAA and no change, waiver or discharge of obligations arising under this BAA shall be valid unless in writing and executed by the Party against whom such change, waiver or discharge is sought to be enforced.
22.	Counterparts. This BAA may be executed in one or more counterparts, each of which shall be deemed an original.
23.	Third Party Beneficiaries.  Nothing in this BAA shall be considered or construed as conferring any right or benefit on a person not a party to this BAA nor imposing any obligations on either Party hereto to persons not a party to this BAA.
IN WITNESS WHEREOF, BUSINESS ASSOCIATE and COVERED ENTITY have executed this BAA on the date set forth below.
COVERED ENTITY			
						Speranza Therapeutics.
						
						By:_________________________________

						Name:_______________________________

						Title:________________________________
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						Date:________________________________


						BUSINESS ASSOCIATE 

						________________________


						By:_________________________________

						Name:_______________________________

						Title:________________________________

						Date:________________________________
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